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HMAC(K, M) = H(IV,K @ ipad || H(IV,K & opad || M)), ipad
and opad are predefined constants. J




HMAC and NMAC
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NMAC(Ko, K1, M) = H(K1, H(Kp, M)), with Ky as Kip, and Kj as
Kout-
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Attack Overview

Generate structured internal collision on T’

Recovering Ki,

Recovering the real key from Kj,.
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Generate structured internal collision

Finding structured mternal collisionon T’

K, (K,)
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Generate structured internal collision

Finding structured mternal collisionon T’
K, (K,)
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m query many M to get corresponding T, find collision of T,
verify (by querying M||M' for abitrary M’) if it is also
collision of T.
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Generate structured internal collision

Finding structured internal collision on T’
K, (K)
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m query many M to get corresponding T, find collision of T,
verify (by querying M||M' for abitrary M’) if it is also
collision of T.

m allow difference in 3-byte of M only, like . finding
collision of T’ costs 248 with 224 memory.

We know collision on T’, but not the actual value, and the
message pair (M, M>) with structured difference producing T’
collision, we want to recover Kj,



Step A, B: Guess 7 = 1+6 diagonals (448 bits)
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Step C: Guess 4 diagonals(256 bits) for each difference  #diff=2168
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recovery Kj, with 2488 time and 2384 memory.
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Recovering real key from Kij,
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C(IV,K @ ipad) = Kj,, recover K with known /V and Kj,.
Meet-in-the-Middle Preimage attack applies, with 2448 time and
254 memory [Wu et al 2012]



5-round NMAC-Whirlpool — Attack Overview

find inner collision on T’ (done)

recover Ki,, i.e., Ko for NMAC (done)

find special structured near-collision on
V=MR(T"aT".

recover Kout, i.e., Ky for NMAC
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Find structured near-collision on V = MR~

i T
BT IArD AE S AT
kv 5 4 o o[

Recovering T":

With know Kj,, compute (M, T', T"”, T) for many M.
compute (T", T) for many randomly chosen T"”.

find a collision on T, and recover (M, T, T").

check if V. = MR=1(T” @ T") is a near collision of the form

......




Recovering Kot

with known value and difference in 7" and T"" and difference of
V =MR-'(T" @ T") in diagonal.
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recover Koy in time 2424 and 2369 memory.



6-round HMAC-Whirlpool — Attack Overview

recover the internal value T’, with key difference
ipad @ opad, in 2256 [PSW2012]

recover T and T"" as before

find 3-collision on V = MR=1(T" @ T"), in time 24% time
and memory

recover Koyt
recover K from Koyt
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Key recovery for 6-round HMAC-Whirlpool

with known value and difference in T, T", and 3-collision with
strctured difference in diagonal of V = MR='(T" @ T").

recover Koyt in 2448 time and memory, and recover K from Kot
using preimage attack presented in [SWWW12].



Other PGV modes and MAC modes

m Same attack applies to whirlpool in 4 other PGV modes

m it applies to secret-suffix MAC, secret-prefix MAC, and
envelope MAC with similar number of rounds.
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Conclusion

Result Summarization on HMAC/NMAC-Whirlpool

Target #Rounds | Time | Memory | Data
HMAC-Whirlpool 5 0448 0384 0488
single-key
NMAC-Whirlpool 5 2448 2384 2488
single-key
HMAC-Whirlpool 6 2496 0406 0488
related-key




Comparison

Comparison with previous attacks

[ Targets | #Attacked Rounds | #Full Rounds | Percentage | Reference |
MD5 64 \ 64 [ 100% [ [WYO05]
HMAC-MD5 No previous attack
SHA-1 (collision) 80 80 100% [WYYO05]
SHA-1 (preimage) 57 80 71% [KK12]
HMAC-SHA-1 34 80 43% [CY06]
Whirlpool (collision) 5 10 50% [LMRRO09]
Whirlpool (preimage) 6 10 60% [SWWW12]
HMAC-Whirlpool 5 10 50% Ours
single-key
HMAC-Whirlpool 6 10 60% Ours
related-key




End of Talk

Thank you!

Questions?
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