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Abstract. In this paper, we analyse the security of the compression
function of the cryptographic hash function LAKE-256 proposed at FSE
2008 by Aumasson, Meier and Phan. We present a near collision attack
on the compression function with complexity equivalent to around 23°
calls to the compression function and practical memory requirements. We
show an example of nearly colliding 256-bit outputs of the compression
function of LAKE-256 where only 16 bits differ. Using this method, we
present a collision attack on the compression function in around 2%2
evaluations of the compression function. An interesting feature of this
attack is that it is independent of the number of rounds used by the
compression function.

1 Introduction

The wave of cryptanalytical results on the cryptographic hash functions
following the attacks on MD5 and SHA-1 by Wang et al. [19,18,17] has
seriously undermined the confidence in many currently deployed hash
functions. Around the same time, new generic attacks such as multicol-
lision attack [9], long message second preimage attack [11] and herding
attack [10], exposed some undesirable properties and weaknesses in the
popular Merkle-Damgard (MD) construction [14, 7]. These recent devel-
opments have renewed the interest in the design of hash functions. Sub-
sequent announcement by NIST of the Advanced Hash Standard (AHS)
competition, aiming at augmenting the FIPS 180-2 [15] standard with a

* A preliminary version of this paper will appear in FSE2009, this is the full version.



new cryptographic hash function, has further stimulated the interest in
the design and analysis of hash functions.

The hash function family LAKE [2], presented at FSE 2008, is one of
the new designs. The LAKE hash function family follows the design prin-
ciples of the HAIFA framework [3,4] — a strenghtened alternative to the
MD construction. The LAKE iteration follows the HAIFA structure. As
the additional inputs to the compression function, LAKE uses a random
value (also called salt) and an index value, which counts the number of
bits/blocks in the input message processed so far.

The designer of LAKE conjecture the ideal security levels against col-
lision and (second) preimage attacks. They also claim that it is hard to
find pseudo collisions or near collisions for the members of the LAKE
family. So far, the only published cryptanalytical result has been a colli-
sion attack on a reduced version of LAKE-256. The attack published by
Mendel and Schliffer [13] has complexity 2!%9 if LAKE is applied to 4
rounds (instead of 8).

Our contributions In this work, we analyse the collision resistance of
the compression function of LAKE-256. We present a practical near colli-
sion attack against the full compression function of LAKE. We also show
an example of two distinct input pairs (salt, chaining variable) that, for
the same message block, produce digests that differ on 16 out 256 bits.
The complexity of our near collision attack is 230 evaluations of the LAKE
compression function and requires a manageable amount of memory. An
interesting feature of our attack is that it is independent of the number
of rounds used by the compression function. Thus, increasing the number
of rounds does not increase the security of LAKE. We show how to ex-
tend this attack to find full collisions for the compression function with
estimated complexity of around 242.

Our collision attack on the compression function does not threaten
the hash function itself directly, but it demonstrates that the arguments
put forward in the discussion about the collision resistance of LAKE are
no longer valid. We expect that a modification of our attack is also appli-
cable to LAKE-512 but its complexity would be higher because solving
an appropriate system of constrains for longer words is going to be more
complicated.

The rest of the paper is organized as follows. After introducing the
notation in Section 1.1, we briefly describe LAKE-256 in Section 2. Some
important properties of the internal function f are discussed in Section 3.
In Section 4, we introduce the techniques used for finding the differentials
that are in our attack. Finally, in Section 5 we discuss the algorithm for



solving the system of conditions induced by the differentials and give
the complexity analysis. Section 6 compares our attack with some other
attacks. Section 7 concludes the paper.

1.1 Notation

Throughout the paper, we assume that every addition and subtraction
is performed modulo 2" unless otherwise specified, where n = 32 for
LAKE-256. We use the notation —1 for a word with all bits set to one,
ie. (1,...,1). Moreover, we use the following notation

— z; : the i-th bit of x, where ¢ € {0,...,n — 1} and z( is the least
significant bit of x.
— T : the bitwise complement of z, e.g. 11001110 = 00110001

— XOR difference is 2® < @2 , the modular difference is Ax dof o 2.
When we say difference in z, it refers to Az.

— x>> k : circular rotation of x to the right by k& bits.

— s = [zF|zf], where x¥ is the most significant n — k bits and z1? is the
least significant k£ bits of x, i.e. s = x£2k + :L'kR.

— 1[expr] is the characteristic function of the expression expr, 1[true| =
1, 1[false] = 0.

2 Description of LAKE

In this section, we provide a brief description of LAKE compression func-
tion. Since our analysis does not require all the details of the hashing
process, we skip those that are not relevant to our attack. A full descrip-
tion of LAKE can be found in [2].

Basic functions — LAKE uses two functions f and g defined as follows:

fla,b,e,d) = (a+ bV Cy)) + ((c+ (aNCL)) > T)+
(b+ (c®d)) >>13) |
gla,bye,d) =((a+b) > 1)@ (c+d)

where each variable is a 32-bit word and Cy, C; are constants.

The compression function of LAKE has three integral components:
SaltState, ProcessMessage and FeedForward. The functionality of these
components are described in Algorithms 1, 2 and 3, respectively. The
whole compression function of LAKE is described in Algorithm 4. Our



attack does not depend on the constants C; for ¢ = 0,...,15 and hence
we do not provide their actual values here.

SaltState — This function takes as its input 256-bit initial value H,
128-bit salt S and a 64-bit block index tp|[t;. The SaltState expands the
combined state size from 256 + 128 + 64 bits to 512 bits. The indices ¢ for
S;, H; and F; are reduced modulo 4, 8 and 16, respectively.

Input: H = H()H cee ||]‘I77 S = S()H e ||S37 t= to”tl

Output: F:F()H||F15
for i =0,...,7do

| F; = Hy;

end

Fg = g(Ho, So @ to, Cs, 0);
Fy = g(H17S1 @tl,CQ,O);
for : =10,...,15 do

‘ Fi :g(Hi,S¢7C~;,O);
end

Algorithm 1: LAKFE’s SaltState

ProcessMessage This function processes a 512-bit message block by
mixing it with the 512-bit input state to produce a 512-bit output state.
ProcessMessage uses two non-linear functions f and g, each iterated 16
times as shown in Algorithm 2. The order in which message words are
processed is defined by the permutation . The indices ¢ for F;, M; and
W; are reduced modulo 16.

Input: F = Fo” N HF‘157 M = MoH e ||M15, g
Output: W = Wpy||...||Wis
for i =0,...,15 do

| Li= f(Li-1, Fi, My, Ci);

end
Wo = g(Lus, Lo, Fo, L1);
Lo = Wo;

fori=1,...,15do
‘ Wi = g(Wi—1, L, Fs, Liy1);
end

Algorithm 2: LAKE’s ProcessMessage

FeedForward The FeedForward function of LAKE mixes 512-bit output
of ProcessMessage with the 256-bit initial value H, 128-bit salt and 64-bit



block index to yield an output of 256 bits. The index ¢ for 5; is reduced
modulo 4.

Input: W = W()” .. HW15, H= HoH . ||]J77 S = S()H - ||337 t= to”tl
Output: H = Hy||...||H~
Hy = f(Wo, Ws, So @ to, Ho);
Hy = f(W1, Wy, 51 & t1, H1);
fori=2,...,7do
| Hi = f(Ws, Wiys, Si, Hi);
end

Algorithm 3: LAKE’s FeedForward

CompressionFunction The description of the r-round compression func-
tion of LAKE is presented in Algorithm 4. The LAKE-256 compression
function calls ProcessMessage eight times (r = 8).

Input: H= H(]H cee HH7, M = M()H Ce ”M15, S = S()H cee HSg,
t = to||ts

Output: H = Hy|| ... | H7

F = SaltState(H, S, t);

fori=0,...,r—1do

| F = ProcessMessage(F, M, 0;);

end

H = FeedForward(F, H, S, t);
Algorithm 4: LAKE’s CompressionFunction

3 Properties of the function f

We start with presenting some properties of the function f that are im-
portant for our analysis. The following observation of the rotation effect
on the modular addition allows us to simplify the analysis of the behavior

of f.

Lemma 1 ([8]) (a+b)>> k= (a>>k)+ (b>>k)+a— 32"F where
a=1[alt + bl* > 2¥) and B = 1[al + bE + o > 277H].

From the definition, f can be written as

fla,bye,d) =a+bVCo+(c>>7)+ ((anNCy)>>T7)+ (b>> 13)
+((c@®d)>>13) + a1+ ag — /12 — 32", (1)



where

o =1k +(anC)E>27, B =1[F + (a A C)HE + a; > 2%,
=105 + (cad)ly > 2], B=1pR + (ca d)f +ay > 2.

Note that as and (o are independent of a. Consider now the difference of
the outputs of f induced by the difference in the variable a, i.e.

Af = f(d',b,c,d) — f(a,b,c,d)
=[a'+ (a' ACY) + o} = B12°] = [a + (a A C1) + a1 — 12”7
=d + (' AC1) > 7) = [a+ ((anC) 3> T+ (o) — 1) = (B — )27
= fa(d') = fa(a) + (0] — a1) = (B} — )2,

where

fol@) Ea+ ((anC)>>7) .

A detailed analysis (cf. Lemma 4) shows that given random a,a’ and ¢,
Play = o), 01 =0)) = %, so with probability %, a collision of f, is also
a collision of f when input difference is in a only. Let us call this a carry
effect. However, if we have control over the variable ¢, we can adjust the
values of aq,d), 1, 5] and always satisfy this condition. From here we
can see that (a + b) >> k is not a good mixing function when we are
considering modular differences.

This reasoning can be repeated for differences in the variable b and
similarly for differences in a pair of the variables ¢, d. It is easy to see that
also for those cases, with a high probability, collisions in f happen when
the following functions collide

£ by oo+ (b>>13)

Fuale,d) (e3> 7) + (e d) > 13) .

So, when we follow differences in only one or two variables, we can
consider only those variables without the side effects from other variables.
we summarize these in the following statement.

Observation 1 Collisions or output differences of f for input differences
in one variable can be made independent from the values of other vari-
ables.



We denote the set of solutions for f, and f, with respect to input
pairs and modular differences as

Sta  {(w. 2 fulz) = fula))}
Sh L r — 2| fulx) = ful@)}
Sy {(x,2)| fol2) = fol2)}
S (o — 2| fylx) = fola)}

Choose the odd elements from § ;{b and define them to be S ?bodd' Note that
we can easily precompute all the above solution sets using 232 evaluations
of the appropriate functions and 232 words of memory (or some more
computations with proportionally less memory).

4 Finding high-level differentials

The starting idea of our analysis is to inject differences in the input
chaining values and salt and then cancel them within the first iteration
of ProcessMessage. Consequently, no difference appears throughout the
compression function until the FeedForward step. If the differences in the
chaining values and salt variables are selected appropriately, we can hope
they cancel each other, so we get no difference at the output of the com-
pression function.

To find a suitable differential for the attack, an approach similar to the
one employed to analyse FORK-256 [12, Section 6] can be used. We model
each of the registers a, b, ¢, d, as a single binary value da, b, dc, dd that
denotes whether there is a difference in the register or not. Moreover, we
assume that we are able to make any two differences cancel each other to
obtain a model that can be expressed in terms of arithmetics over Fy. We
model the differential behavior of function g simply as dg(da, b, dc, dd) =
6a®Ob® dcP dd, where da, §b, ¢, dd € Fy, as this description seems to be
functionally closest to the original. For example, it is impossible to get
collisions for g when only one variable has differences and such a model
ensures that we always have two differences to cancel each other if we
need no output difference of g. When deciding how to model f(a,b,c,d),
we have more options. First, note that when looking for pure pseudo-
collisions, there are no differences in message words and the last parameter
of f is a constant, so we need to deal with differences in only two input
variables @ and b. Since we can find collisions for f when differences are
only in a single variable (either a or b), we can model f not only as



0f(da,db) = da @ 0b but more generally as 0 f(da, db) = vo(da) & v1(6b),
where 9,71 € Fy are fixed parameters. Let us call the pair (y9,71) a
7y-configuration of 6f and denote it by 4 f},,,,), As an example, 0 f[; g
corresponds to d f(da,db) = da, which means that whenever a difference
appears in register b, we need to use the properties of f to find collisions
in the coordinate b. For functions f appearing in FeedForward, we use the

model 6 f = da @ b @ dc @ dd.

With these assumptions, it is easy to see that such a model of the
whole compression function is linear over Fy and finding the set of input
differences (in chaining variables Hy, ..., H7 and salt registers Sy, ..., S3)
is just a matter of finding the kernel of a linear map. Since we want to
find only simple differentials, we are interested in those that use as few
registers as possible. To find them, we can think of all possible states of
the linear model as a set of codewords of a linear code over Fy. That way,
finding differentials affecting only few registers corresponds to finding low-
weight codewords. So instead of an enumeration of all 2'? possible states
of of Hy,...,H7,Sq,...,S3 for each -configuration of f functions, this
can be done more efficiently by using tools like MAGMA [6].

We implemented this method in MAGMA and performed such a
search for all possible ~-configurations of the 16 functions f appearing
in the first ProcessMessage. We used the following search criteria: (a) as
few active f functions as possible; (b) as few active g functions as possible;
(c) non-zero differences appear only in the first few steps using function g
as it is harder to adjust the values for later steps due to lack of variables
we control; (d) we prefer y-configurations [1,0] and [0, 1] over [1,1] be-
cause it seems easier to deal with differences in one register than in two
registers simultaneously.

The optimal differential for this set of criteria contains differences
in registers Hy, Hy, H4, H5, So, S1 with the following ~-configurations of
the first seven f functions in ProcessMessage: [0, 1], [1, 1], [0, 1], [,-], [0, 1],
[1,1], [0, 1] (Note a simpler configuration (Hp, Hy, Sp) is not possible here).
Unfortunately, the system of constraints resulting from that differential
has no solutions, so we introduced a small modification of it, adding
differences in registers Ho, Hg, S, ref. Figure 1. After introducing these
additional differences, we gain more freedom at the expense of dealing
with more active functions and we can find solutions for the system of
constraints. The labels for all constraints are defined Figure 1, we will
refer to them throughout the text.



SALTSTATE
input: I‘Io7 ey 1‘177 So, ey 53, to,t1

AFy «— AHg

AF, — AH, PROCESSMESSAGE

AFQ<—AH2 input: F’(),...7F’157 M07...,M15,O'
F3 — H3 Lo — f(Fls, AE],MJ(O),Co) {pl}
AF,1 — AH/1 AL1 — f(Lo, AFl, 0(1),01) {pZ}
AE3 — AHI; ALZ — f(ALh AFz, 0.(2)702) {pg}
AFs — AHg L3 — f(AL27F3: a(3) CB) {P4}

F; — Hr Ly — f(L3, AFy, My4y,Ca) {p5}

Fs — g(AHy, ASy @ t0,Cs,0) {s1} ALs « f(La, AF5, M, o(5)> Cs) {p6}
Fy Hg(AHlvASl@tlvcva) {SZ} ALG <_f(AL57AF‘67 0'(6)706) {p7}

Fm — g(AI‘]g7 ASQ,Cl0,0) {SS} L7 «— f(ALa,F7,MU(7),C7) {p8}

Fi1 — g(Hs, S3,C11,0) Lg < f(L7, Fs, My(s),Cs)

F12 «— g(AH4, AS(],ClQ,O) {S4} .

Fi3 « g(AHs, AS1,C13,0) {s5} :

Fi4 — g(AHg, ASy,Ch4,0) {s6} Lis « f(L14, Fi5, My(15), C15)

Fi5 « g(H7, S3,C15,0)

output: Fo,..., Fi5 Wo « (L157L03AF07AL1) {pg}
W1 (Wo,ALl,AFl,ALQ) {plO}
W2 (Wl,ALQ,AFQ,Lg) {pll}

'FEEDFORWARD Ws — g(Wa, L, Fs, Ls)

1nput: Ro, .. .,R15, H(), .- .,1?77 W4 — g(Ws,L4, AF4,AL5) {p12}

So, .- -5 93, to, 11 Ws — g(Wa, ALs, AFs, ALg) {pl3}

HO «— f(RO, Rg, ASO@to,AHo) {fl} W6 (W5,AL67 AFG,L7) {p14}

Hy — f(Ba, Ry, ASi6t, AL {£2} g(We, L7, F7, Ls)

Hy — R2,R107A527AH2) {f3}

f(
f(
Hs «— f(Rs, Ri11, Ss, H3) .

Hy — f(R4, Ri2,ASy, AH,) {f4} W15 — g(Wha, L1s, F15, Wo)
H5 (R5,R13,A517AH5) {f5} output: Wo,...,W15
Hs — f(Rs, Ria, AS>, AHg) {f6}

H7; — f(R7, Ris, S3, Hr)

output: Ho,...,Hr

Fig. 1. High-level differential used to look for collisions
5 Algorithm and Analysis

The process of finding the actual pair of inputs following the differential
can be split into two phases. The first one is to solve the constraints from
ProcessMessage to get the required F's (same as Hs used in SaltState).
Then, in the second phase, we look back at the SaltState to find appro-
priate salts to have constraints in FeedForward satisfied. We can do this
because the output from ProcessMessage has only a small effect on the
solutions for FeedForward.



5.1 Solving the ProcessMessage

An important feature of our differentials in ProcessMessage is that it
can be separated into two disjoint groups, i.e. (Fy, F1, Fy, L1, Ly) and
(Fy, F5, Fg, Ls, Lg). Differentials for these two groups have exactly the
same structure. Thanks to that, if we can find values for the differences
in the first group, we can reuse them for the second group by making
corresponding registers in the second group equal to the ones from the first
group. Following Observation 1 we can safely say that the second group
also follows the differential path with a high probability. Algorithm 5 gives
the details of solving the constrains in the first group of ProcessMessage.

Randomly pick (L2, L5) € Stq
repeat
Randomly pick Fy, compute F{ = —1 — ALy — F}
until f,(F1) — fo(F{) € SH,
repeat
Randomly pick Lq, F>
Compute Li = fo(Ff) — fo(Fi) + L1
Compute Fy so that fo(F3) = ALs + fo(L1) — fo(L1) + fo(F2)
until p11 is fulfilled
10: Pick (Fo, Fg) € Syp so that AFy + AL =0

Algorithm 5: Find solutions for the first group of differences of
ProcessMessage

odd

©

Correctness We show that after the execution of Algorithm 5, it indeed
finds values conforming to the differential. In other words, we show that
constraints pl — p4 and p9 — p11 hold. Referring to Algorithm 5:

Line 1: (Lo, L}) is chosen in such a way that p4 is satisfied.

Line 3: FJ is computed in such a way that (Fy + L) ® (Fj + L) = —1
Line 4: ALy = Afy(F}) is odd together with (Fy+Lo)®(F{+L)) = —1.
This implies that pl0 could hold, which will be discussed later in
Lemma 2. The fact that AL, € S]I?bodd makes it possible that pl and
9 hold.

Line 7: L} is computed in such a way that p2 holds.

Line 8: FY is computed in such a way that p3 holds.

Line 9: after exiting the loop p11 holds.

Line 10: (Fp, Fp) is chosen in such a way that pl,p9 hold.



Probability and Complexity Analysis Let us consider the probabil-
ity for exiting the loops in Algorithm 5. We require f,(F1) — fo(F]) €
S}‘lbodd and the constraint pl1 to hold. The size of the set S?bodd is around
211, By assuming that f,(F1) — f,(F{) is random, the probability to have
it in S;ﬁ‘bodd is 2721, This needs to be done only once. Now we show that the
constraint pll is satisfied with the probability 2724, We have sufficiently
many choices, i.e. 264, for (L1, F3) to have p11 satisfied. The constraint p11
requires that [(W1+Lo) >> 1|@® (Fo+L3) = [(W1+L5]) > 1]®(F3+Ls),
which is equivalent to [(W1+Lo)®(W1+L5)] >> 1 = (Fa+L3)®(F5+Ls),
where Wy, Lo, L)y, F5, F} are given from previous steps. We have choices
for L3 by choosing an appropriate M, (3). The problem could be rephrased
as follows: given random A and D, what is the probability to have at least
one x such that x @ (x + D) = A?

To answer this question, let us note first that z &y = (1,...,1) iff
x +y = —1. This is clear as y = T and always (z @ Z) + 1 = 0. Now we
can show the following result.

Lemma 2 For any odd integer d, there exist exactly two x such that
@ (x+d) = (1,...,1). They are given by x = (=1 — d)/2 and = =
(-1—d)/2+2""L.

Proof. x @ (x +d) = —1 implies that x +x +d = —1 + k2" for an integer

k, so x = %. Only when d is odd, x = %‘d + k2771 an integer
and a solution exists. As we are working in modulo 2", k = 0,1 are the
only solutions. O

Following the lemma, given an odd ALy and (Fy + Lo) ® (F{ + L)) = —1,
we can always find two Wy such that (Wy + L) & (Wy + L)) = —1,
then pl10 follows. Such Wy could be found by choosing an appropriate
Ly5 which could be adjusted by choosing M, 15 (if such M, 5y does not
exist, although the chance is low, we can adjust Li4 by choosing M 14)).

Coming back to the original question, consider A as “0”s and blocks
of “1”s. Following the lemma above, for A; = 0, we need D; = 0 (except
“0” as MSB followed by a “17); for a block of “17s, say Ax = Agi1 =
-+ = Agy; = 1, the condition that needs to be imposed on D is Dy = 1.
By counting the number of “0”s and the number of blocks of “1”s, we
can get number of conditions needed. For an n-bit A, the number is %T"
on average (cf. Appendix Lemma 3).

For LAKE-256, it is 24, so the probability for p11 to hold is 2724. We
will need to find the appropriate L3 so that p11 holds. Note we have con-
trol over L3 by choosing the appropriate M, 3). For each differential path



found, we need to find message words fulfilling the path. The probability
to find a correct message is 1 — é for the first path by assuming f. is ran-
dom (because for a random function from n bits to n bits the probability
that a point from the range has a preimage is 1 — %), and % for second
path because of the carry effect. For example, given Lg, Fi5, Fy, Cy, the
probability to have M, so that Lo = f(Fis, Fo, My, Co) is 1 — 1.
The same M, satisfies Ly = f(F5, Fyj, My(0), Co) (note for this case
Fls = Fi5 and Lo = Lj) is 3. So for each message word, the probability
for it to fulfill the differential path is 272. We have such restrictions on
M) — My(2), Myay — Mo (s) (we don’t have such restriction on My 3)
and M7y because we still have control over F3 and F7), so overall com-
plexity for solving ProcessMessage is 5 - 230 in terms of calls to f, or fp.
The compression function of LAKE-256 calls functions f and g 136 times
each and f,, f; contain less than half of the operations used in f. So the
complexity for this part of the attack is 230 in terms of the number of
calls to the compression function.

Solving the second group of ProcessMessage After we are done with
the first group, we can have the second group of differential path for free
by assigning F;y4 = F;, F{ , = Fj fori = 0,1,2 and Lj14 = L;, Lj , = L;
for ¢ = 1,2. In this way, we can have p5 — p8 and pl2 automatically
satisfied. Similarly, for constraint pl3 and pl4, we will need appropriate
Wy and L7. We have control over Wy by choosing F3 and L4 (note we need
to keep L3 stable to have pl1 satisfied, this can be achieved by choosing
appropriate M,(s)). We also have control over L7 by choosing M 7).
That way we can force the difference to vanish within the first Pro-
cessMessage. Table 1 shows an example of a set of solutions we found on a
standard PC (Core2 Duo 2.33GHz with 4GB memory) using this method.

5.2 Near collisions

In this section we explain how to get a near collision directly from colli-
sions of ProcessMessage. Refer to SaltState and FeedForward in Fig. 1.
Note that the function g(a,b,c,d) with differences at positions (a,b)
means Aa + Ab = 0, then constraints (s1 — s6) in SaltState can be sim-
plified to:

sl: AHy+ ASy =0 (
s2: AHy+ AS;1 =0 (
$3: AHy 4+ ASy =0 (

=W N
— O —



Table 1. Example of a pair of chaining values F', F’ and a message block M that yield
a collision in ProcessMessage

F'|1E802CB8 799491C5 1FE58A14 07069BED 1E802CB8 799491C5 1FE68A14 74B26C5B
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
F’[C0030007 B767CESE 30485AE7 07069BED C0030007 B767CESE 30485AE7 74B26C5B
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

M |683E64F1 9BOFC4D9 OE36999A A9423F09 27C2895E 1B76972D BEF24B1C 78F25F25
00000000 00000000 00000000 00000000 00000000 00000000 657C34F5 3A992294

L|DOF3077A 31A06494 395A0001 10E105FC 82026885 31A06494 395A0001 10E105FC
ECF7389A 2F4D466F 9FFC71E1 54BAFAE6 FCDDBCDB E635FFB7 5D302719 CD102144
L'|DOF3077A 901D9145 95A99FDB 10E105FC 82026885 901D9145 95A99FDB 10E105FC
ECF7389A 2F4D466F 9FFC71E1 54BAFAE6 FCDDBCDB E635FFB7 5D302719 CD102144
L®]00000000 A1BDF5D1 ACF39FDA 00000000 00000000 A1BDF5D1 ACF39FDA 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

W [1F210513 1A8E2515 1932829B 1C00C039 1F210513 1A8E2515 1932829B F4A060BE
5F868AC3 D8959978 EBF3FF4A E20AC1C3 8941COF8 EA8BC74E 6ECDD677 82CFFECE
W'|1F210513 1A8E2515 1932829B 1C00C039 1F210513 1A8E2515 1932829B F4A060BE
5F868AC3 D8959978 E8BF3FF4A E20AC1C3 8941COF8 EA8BC74E 6ECDD677 82CFFECE
W9[00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

Note that H; 4 = H;, H;,, = H; for i = 0, 1,2 as required by ProcessMes-
sage, Let tg = t; = 0, then conditions s4 — s6 follow s1 — s3. Conditions
in FeedForward could be simplified to:

fl :jkd(sbvjyb) :ijd(SB,fyé) (5)
fz:de(SlaHl):fcd( iaHi) (6)
f3 ¢ fea(S2, Ha) = fea(S3, Hj) (7)

and f4 — f6 follow f1 — f3. This set of constraints can be grouped into
three independent sets (si, fi) for ¢ = 0,1,2 each one of the same type,
le. AH+ AS =0 and foq(S, H) = fea(S', H').

To find near collisions, we proceed as follows. First we choose those 5;
with S/ = S;—AH,; so that the Hamming weight of foq(S}, H])— fea(Si, H;)
is small for ¢ = 0,1, 2. Thanks to that, only small differences are expected
in the final output of the compression function, due to the fact that in-
puts from a, b of function f have only carry effect to the final difference
of f when inputs differ in ¢, d only. We choose values of S; without going
through the compression function, so the number of rounds of the com-
pression function does not affect our algorithm. Further, the complexity
for finding values of .S; is much smaller than that of ProcessMessage, so
it does not increase the 230 complexity. Experiments show that, based on
the collision in ProcessMessage, we can have near collisions with very little
additional effort. Table 2 shows a sample result with 16-bit of differences
out of 256 bits of output.



5.3 Extending the attack to full collisions

It is clear that finding full collisions is equivalent to solving equations (5)-
(7). The complexity to solve a single equation is around 22 (cf. Lemma
5 in Appendix). Looking at Algorithm 5, (s1, f1) can be checked when
Fy and FY are chosen, so it does not affect the overall complexity. The
pair (s0, f0) can be checked immediately after (L, L)) is given as show
in Line 7 of Algorithm 5. Similarly, (s2, f2) can be checked after (Fa, F})
is chosen in Line 8. So the overall complexity for our algorithm to get a
collision for the full compression function is 2°%.

Table 2. Example of a pair of chaining values F, F’, salts S, S’ and a message block
M that yield near collision in CompressionFunction with 16 bits differences out of 256
bits output. Hs are final output.

F'|7B2000C4 23E79FBD 73D102C3 88EOE02B 7B2000C4 23E79FBD 73D102C3 00000000

F’|801FF801 18COO0SE 846FD480 88EOE02B 801FF801 18COOOSE 846FD480 00000000
5100010081 23043423 03C5BO3E D44CFD2C

S’|FB010944 2E2BD382 F326DE81 D44CFD2C

M |00000012 64B31375 CFAOA77E 8F7BE61F 1E30C9D3 6A9FBODA 290E506E 3AAE159C

00000000 00000000 00000000 00000000 00000000 00000000 00000000 1B89AATS
H |261B50AA 3873E2BE BDD7EC4D 7CE4BFF8 007BB4D4 869473FF 833D9EFA 9DABEDDA
H'|361150AA 387BE23E FDD6E84D 7CE4BFF8 1071B4D4 869C737F C33COAFA 9DABEDDA

HP[100A0000 00080080 40010400 00000000 100A0000 00080080 40010400 00000000

5.4 Reducing the Complexity

In this subsection, we show a better way (rather than randomly) to choose
(Lo, L}) so that the probability for the constraint pll to hold increases,
which reduces the complexity for collision finding to 242.

Note the constraint pll is as follows: given Wi, Lo, L}, what is the
probability to have L3 and (Fy, F) so that (W1 + Lo) @ (Wy + Lf)) >
1 = (Fy + L3) @ (F} + L3). We calculate the probability by counting
the number of 0s and block of 1s in (W7 + Lo)® (W1 + L})) >>1 (let’s
denote it as v = #(((W1+La)®(W1+L5)) >> 1)). Now we show that the
number « can be reduced within the first loop of the algorithm, i.e. given
only (Lo, L}) and (Fi, F]), we are able to get the count o and hence, by
repeating the loop sufficiently many times, we can reduce the count o to
a certain number less than 24 (we don’t fix it here, but will give it later).

Note that to find a, we still need W besides (Lz, L}). Now we show W)

can be computed from (Lg, L) and (Fy, F]) only. W) & (Wo+ L1) >



1) ® (F1 + L), where we restrict (Wy + L1) @ (Wp + L}) = —1. Denote
S = (Wy+ L), then the equation can be derived to S& (S+ ALy) = —1,
where AL; & fo(FY) — fo(F1).

So let’s make 2¥ more effort in the first loop so that « is reduced by .
The probability for first loop to exit becomes 2733~ and for the second
loop, the probability becomes 27°+¥. Choosing the optimal value y = 13
(y must be an integer), the probabilities are 2746 and 2747, respectively.
Hence this gives final complexity 242 for collision searching.

6 Comparing with other attacks

Besides the (H,S)-type (differences fall in chaining value H and salt S)
attack here, Biryukov et al. [5] gives (H,t)-type collision attack and (H)-
type near collision attack; both attacks are focused on the compression
function of LAKE with complexities of 240 and 2105, respectively.

We note that the (H,t)-type collision attack of [5] on the compression
function of LAKE would never extend to the hash function LAKE unless
other types of collisions for compression function are found that could
extend to the hash function LAKE. When we try to extend the (H,t)-
type collision attack on the compression function to the hash function,
the colliding block must be the last block for each message. Since a colli-
sion on the hash function could have been spanned at least one message
block, the block next to the “colliding block” will introduce difference
in the chaining value due to the fact that block indices ‘t’ are different.
However, in the (H, t)-type collision attack of [5], the triplet (H, M, S) are
same after the “colliding block” (H contains no difference, this does not
satisfy configuration of the attack, hence introduces differences in output
H unless other types of collision attack is found). This means the lengths
of the two colliding messages for the LAKE hash function are different.
Note that this length is encoded into the last block of the message as
part of the padding rule, which means that the last block of the padded
message must differ. This contradicts the assumption of the attack that
the colliding messages have no difference.

We note that our (H,S)-type collision attack on the compression
function of LAKE is not limited by the above restriction to extend it
to the hash function. While salt values are controlled by the user in the
(H, S)-type collision attack, they are not encoded into the message during
padding. To summaries, though there is no guarantee that our (H, S)-type
collision attack on the LAKE compression function extends to its hash



function, this extension is certainly not ruled out as in the (H,t)-type
collision attack of [5].

7 Conclusions and future work

In this paper we showed how to find near collisions in practice and full
collisions with complexity 2*2 for the compression function of the crypto-
graphic hash function LAKE-256.

The presented work can be extended in several directions. It is possible
that the same method of looking for high level differentials could be also
used to look for ones suitable to generate collisions for the complete hash
function.

Combining our results with results presented in [13] may lead to a
more efficient hybrid attack which may be worth investigating.

We believe that the methods presented here and used to analyse
LAKE-256 can be useful to the analyse of some of the candidates selected
for first round of NIST SHA-3 competition. Our collision attack on LAKE-
256 compression function does not extend to its successor BLAKE [1], as
the internal function used in BLAKE is bijective with respective to each
chaining variable, so internal collisions do not exist.
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A Lemmas and proofs

Lemma 3 Given random x of length n, then the average number of “07s
and block of “17s, excluding the case “0” as MSB followed by “17, is %".

Proof. Denote C,, as the sum of the counts for “0”s and blocks of “1”s
for all = of length n, denote such x as x,,. Similarly we define P, as the
sum of the counts for all = of length n with MSB “0” (let’s denote such x
as 20); and @Q,, for the sum of the counts for all 2 of length n with MSB
“1” (denote such x as x1). It is clearly that

Cp=Py+Qn (8)

Note that there are 2"~ many z with length n — 1, half of them with
MSB “0”, which contribute to P,_; and the other half with MSB “17,
which contribute to @,,—1. Now we construct x,, of length n from z,,_1 of
length n — 1 in the following way:

1

+_1, this “0” contribute to C}, once for each

1

— Append “0” with each z
1

x} | and there are 2"~2 many such =} ;.
— Append “1” with each :):,11_1, this “1” does not contribute to C,
— Append “0” with each ¥_,, this contributes 272 to Cj,
— Append “1” with each w%_l, this contributes 2”2 to C,,

So overall we have C, = P14+ Py 1+2"24+Qp_1+2" 24Qp_1+2" 2 =
3.2"242C,,_1. Note C; = 2, solving the recursion, we get C,, = 3%'1 2M,
Exclude the exceptional case, we have final result ‘%” on average.

. def
Lemma 4 Given random a,a’,x € Zon and k € [0,n), a = lak + 2k >

2K, o aef [aff + 2k > 2%, def lalt + 2ff + a > 277k, g/ def 1ajf +

zff + a > 2" as defined in Lemma 1, then P(a =do/,3 = ') = §.

Proof. Consider a and o first,

Pla=d =1)= P(af + zf > 2, aff + zf > 2F)
ok > (2% — min{ak, alF}))

(ag > aif)P(ey > 2" = aif) + Plai’ > ag) P(ag > 2° — af)

—

WlN = N N



Similarly we can prove P(a = o/ = 0) = %, so P(a = o/) = . Note
the definitions of 5 and 3’ contain « and o, but «, o’ € {0,1}, which is
generally much smaller than 2", so the effect of a to 3 is negligible. We
can roughly say P(5 = (') = % So Pla=d,0=0)=Pla=d)P(B=
#)=4

Lemma 5 Given random H,H', then the probability to find S,S" with
AS + AH =0 and f.q(S, H) = foq(S', H') is 2712

Proof. Let’s expand the expression f.q(S, H) = fqq(S', H'):

fed(S, H) = fea(S', H')
= ST+ SOH)>13=9>7+(S®H) > 13
= S>»T7-S>7=(YoH)>13-(SOH)> 13
PR ASsT=(SeH —SoH)>> 13
— - AS«6=SoH -SoH
— SOH =SoH-AS K6
— (S+AS)@H =S H-AS k6
— (S—-AH)oH -AH<«K6=S®H

Given H,H' and AH, we are to solve S for the above. This family of
problems are solved by Paul and Preneel [16]. Experiments show that the
probability for the above to have solution is 2712,



